
This medical device manufacturer was  

stymied by the complexities in assessing potential 

segregation of duties (SoD) in its highly customized 

ERP system. They faced three key challenges:

1. Understanding complex ERP configurations:  

The company’s operational needs are distinct  

and its ERP needs are too—it incorporates 

hundreds of permissions and numerous users, 

creating a level of complexity that makes 

managing and securing the system intricate.

2. Identifying and resolving segregation of duties 

conflicts: User access reviewers were not fully 

aware of combinations of access roles—raising 

the risk of undetected conflicts in segregation  

of duties (SoD). 

3. Removing unnecessary access and limiting 

ongoing access: Instead of rotely building new 

access from existing users’ access profiles,  

the company needed to limit users’ access to 

only essential permissions. SoD exposure had 

grown amid unknown access paths, opening up 

the potential for more deficiencies.
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A fast growing medical device 
company that makes surgical 
robotics for minimally invasive 
procedures.
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SAV V Y O N  D E M A N D

AN ERP SYSTEM’S CUSTOMIZATION MADE MANAGING ACCESS,  
ROLES AND PERMISSIONS COMPLEX AND RAISED THE  

RISK OF SEGREGATION OF DUTIES CONFLICTS.

O U R  T R U S T E D  G U I DA N C E  A L LOWS  YO U  
TO  F O C U S  O N  B E I N G  A N  E X P E R T AT W H AT YO U  D O .

SIMPLIFYING A COMMON
SOX STUMBLING BLOCK:
MANAGING SEGREGATION OF DUTIES (SoD) RISKS
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• EFFECTIVELY IDENTIFY, EVALUATE AND LIMIT ACCESS 
WITHIN THE ERP SYSTEM

• COMPREHENSIVELY EVALUATE SoD SPECIFIC TO  
THE COMPANY’S ERP CONFIGURATION AND DEMONSTRATE 
CONCLUSIONS TO AUDITORS

THE  TOOLS AND FRAMEWORK ROSERYAN PROVIDED ENABLED  
THE COMPANY TO EFFECTIVELY TAKE NOTE OF AND ADDRESS ANY  
SoD CONFLICTS:

• REVIEW AND APPROVE NEW USER ACCESS 
REQUESTS WITHOUT WORRYING ABOUT 
INCREASING SoD EXPOSURE BEYOND AN 
ACCEPTED LEVEL

• PROACTIVELY MANAGE ERP SoD 
CHALLENGES AND FOSTER A  
SOX-COMPLIANT ORGANIZATION

S O LU T I O N

R E S U LT S

G U I D I N G  Y O U  T O  G R E AT N E S S
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• Uncover existing SoD conflicts: 
An identification and evaluation 
tool analyzes the ERP security 
configuration and pinpoints scenarios 
where conflicting access rights could 
arise.

• Streamline the process for  
access requests:  
RoseRyan introduced a user-friendly, 
and quick, way to accurately  
assess permissions while  
proactively identifying—and 
preventing—potential SoD conflicts 
from new access requests.

• Align users’ access needs  
with permissions:  
We created a workable framework 
for access reviewers to evaluate 
an acceptable level of SoD risk and 
to target specific permissions for 
removal—ultimately reducing SoD risk 
to that acceptable threshold.

RoseRyan implemented two tailored 
tools plus a comprehensive process for 
managing the company’s SoD risk.
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Award-winning RoseRyan is a ZRG company offering on demand 
leadership, advisory and consulting services in the Finance & 
Accounting disciplines out of Silicon Valley. Since 1993, our deeply 
experienced and innovative consulting professionals have unlocked 
the potential of more than 1,500 companies through outsourced, 
customized, and full-stack solutions.

TAILORED OUTSOURCED, ON DEMAND EXPERTISE  OUT OF SILICON VALLEY TO 
HELP SOLVE EVOLVING COMPANIES’ FINANCE & ACCOUNTING CHALLENGES.

Managing SoD in our environment was a very time-
consuming project and became much more manageable with 

the tools and framework they developed for us.”

RoseRyan really helped 
simplify a complex area.
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How can we guide your organization  
to transform its performance and accelerate  

its progress towards success?

510.456.3056 x 400
sales@roseryan.com

ro s e r ya n .c o m
FIND OUT AT

—  V P,  C O N T R O L L E R


